GET SMART: PART 6

Get Smart

FORENSICALLY SPEAKING...FOR THE LITIGATOR

FAQs
on Data,
Tools, &
Examples
We answer our readers’ most commonly asked questions
about avoiding mistakes, best practices, and how these
approaches have worked in real life.
This edition of Get Smart is
devoted to our readers. During
the course of this series we
have received many questions
about common mistakes, best
practices and the preferable tools
with regard to data analytics in
investigations and commercial
dispute matters. We hope to
address these questions in this
edition.
We also received feedback
that case examples are helpful to
better understand the concepts
addressed in this series. In
response to this feedback, we
have provided an Appendix of
projects where data analytics
were a pivotal part of the matter.

The industries and topics covered
in the Appendix are varied and
include a broad spectrum of issues
including: white-collar defense;
fraud; shareholder disputes;
product recalls; representations
and warranties; compliance issues
involving: the False Claims Act;
the Foreign Corrupt Practices Act;
anti-money laundering laws; and
matters involving government
entities such as: the Internal
Revenue Service; the Department
of Justice; the National Highway
Traffic Safety Administration; the
International Trade Commission;
and others. We trust that you will
find this information useful in
your own practice.

What are common
mistakes to avoid?
There are two common mistakes
made in projects involving data
analytics: a) lack of proper project
management/strategy, and b) not
“knowing your data”.
With respect to proper project
management/strategy,
one
common organizational error
is to assume that data is merely
an
information
technology
(IT) matter. Far too often data
matters are delegated to junior
associates who are not in a
position to make important
decisions. Alternatively, we have
seen organizational structures
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that are too rigid, resulting in
project teams that are working
in siloes from one another. This
structure impedes the necessary
communication streams between
internal individuals in IT,
financial, legal, and other company
disciplines and the external
consultants, legal counsel, etc.
A more successful approach
is to integrate key company
management and leadership and
external experts throughout the
process.
Matters concerning
critical data needs should be
discussed and understood prior to
critical decision-making.
We often see that available
data is not considered, known, or
understood during the planning
phase
of
an
investigation
or dispute. This is the stage
where fact patterns can best be
identified and utilized for project
planning and future analysis.
The information discovery and
requests may also take place at
too late of a stage in the process
to have a meaningful impact. This
can often cause unnecessary time
constraints, as well as impact
the ability to “know your data” the second common mistake in
projects involving data analytics.
Knowing your data is a crucial,
albeit an intensive process that
includes performing basic qualityassurance tasks. These tasks
often include detailed validation,
cleansing “dirty data” and some
level of data normalization. This
is the starting point to confirm
your data has basic reliability
before you perform more complex
analyses
like
information
mining, artificial intelligence and
modeling; the results of which are
summarized and/or quantified to
be used in reporting the results
of an investigation or quantifying
commercial damages for an expert
witness report.

“Poor data
quality is a
primary reason
for 40% of
all business
initiatives
failing to achieve
their targeted
benefits.”
Ted Friedman - Gartner

What has proven to be
the best practices and
methodologies?
The DIKW hierarchy is a great
foundation to think about as you
use data for an investigation or
dispute. See below:

“The Pyramid to Wisdom”

Attributed To: Russell Ackhoff
 Wisdom - actionable and
applied knowledge, leading to
clarity with decision making
 Knowledge - interrelationships
among
relevant
facts
(organized information)
 Information - facts with
context (meaningful data)
 Data - the facts
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This concept was brought into
prominence by Russell Ackoff in
1989 in his address accepting the
presidency of the International
Society for General Systems
Research. The basic idea is that
the value to the decision maker
significantly increases as you
move up the pyramid, with the
data being the foundation for
that value. The DIKW hierarchy
recognizes that wisdom can be
achieved for litigation matters
through the layers of information
and knowledge, and often only
with the work of skilled forensic
data analysts.
Even while using the DIKW
hierarchy, individuals can lose
sight of the objectives and goals
in a data-intensive litigation.
Instead, either the technologies
being used to process and
transform data or perhaps the
assigned “data scientists” take
charge. This can often result in
over-engineered, overly complex,
and even overly costly scenarios
that may ultimately confuse rather
than assist the matter at hand.
As such, we are also proponents
of the KISS design and overall
project management principle.
This was first noted in 1960 and
associated with aircraft engineer
Kelly Johnson who was working
on a project for the U.S. Navy. We
prefer one of the variations of the
original KISS acronym of “keep it
simple and straightforward” and/
or “keep it short and simple.”
Lastly, we are advocates of
using an interactive and iterative
process. Start with “the end in
mind” and work backwards, as
much as possible. Design an
ideal, and then also an acceptable
analysis and determine if data
is available to support your
objectives. If so, move ahead with
a prototype using an accessible
subset of the entire data set.
Obtain feedback, supplement as
necessary, and provide the next

iteration with additional and/or
more robust data. Ideally, you will
learn more with each iteration and
improve the strength of the final
report or work product with each
enhancement and refinement.

What are the
best “tools”?
The perhaps unwanted answer is,
“it depends” on your objective and
the data environment pertaining
to the matter. But the short
answer is that in most cases, much
can be accomplished using the
primary Microsoft suite of tools,
specifically Excel (PowerPivot)
and Access. There are, however,
certain data size limitations for
those programs which can often
be overcome by working with
SQL for larger data sets. Microsoft
also provides more robust and
comprehensive
environments
that allow for use of business
intelligence and sophisticated
analysis and modeling.
Over the past ten years, data
analytics and coding have become
increasingly popular, and so
have the related software. Tools
like SAS remain widely used for
statistical analysis, but opensource software like Python
and R are quickly outpacing
them in growth. Additionally,
data
visualization
software
applications
like
Tableau
and Periscope are growing
in popularity and becoming
common-place in the analytics
community.
There are other solutions,
which on a one-off project may
be more cost-effective and
whose functionality may fit the
need. These solutions include:
Qlik, Tibco Spotfire, Sisense,
Microsoft Power BI, Zebra, and
others. ACL Analytics remains
a favorite among internal audit
departments and has many

standard routines embedded, but
there are competitors in this space
including IDEA and TeamMate.
Each of the top enterprise
software vendors: SAP, Oracle,
Microsoft,
IBM,
Salesforce,
Amazon, and others, have tools
capable of extracting data that
are generally used in conjunction
with applications previously
listed. This is also the case with
commonly used accountingspecific applications, such as
QuickBooks (Intuit), Sage Intacct,
NetSuite, AccountEdge, and Xero.
So “it depends” on the matter or
initiative at hand.
Often, when asked about
tools, individuals are searching
for a so-called “silver bullet” to
solve a forensic data need. Our
experience tells us that silver
bullets, made famous by The Lone
Ranger, a train, a band, and a beer
commercial, do not generally
apply in this area.

Process

People

Technology

Instead, we prescribe to a
methodology that includes the
combination of process, people,
and technology (tools), with
people undoubtedly being the
primary component. Usually the
best solution involves a strong
grasp of the objectives, good
communication, a solid knowhow of the litigation/investigation
process, and core understanding
of available technology (tools). In
other words, technology should
not drive the process and overall
project team.
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What more can you say
about “Big Data”?
The characteristics of Big Data
are often described using the
following seven “Vs”:
 Volume – the amount of
space, size, or magnitude
 Variety – anything that can
be captured and stored
 Velocity – the frequency
 Veracity – trustworthiness
and reliability
 Value – insights gathered
from analysis
 Variability – change in
meaning/context over time
 Visualization – making it
comprehensible
Volume is the main descriptor
of Big Data, but without veracity
or value, we would not recommend
spending any resources on data.
This recommendation applies to
“not so big data,” as well. When
dealing with data, veracity and
value must be determined early in
the process.
The volume aspect of data is
here to stay. The good news is
that tools and processes to handle
larger sets of data are continually
improving. The need to understand
the relevance of data, as it pertains
to a particular matter, has not
gone away. Instead it has become
a more important aspect of overall
case management.

Can you provide some
examples of how you
have applied these
methodologies and tools
in real-world situations?
In the Appendix following, you will
find examples where data analytics
were a critical component of our
work and the overall case strategy.

APPENDIX

Healthcare & Life Sciences
FORENSIC INVESTIGATION ON BEHALF OF A PUBLICLYTRADED BIOTECH FIRM
Retained by the Board of Directors of a publicly-traded
biotech firm to investigate whether transactions
between the firm and related, privately-held parties
were made on commercially reasonable terms. We
reviewed multiple years of invoices, payments,
restricted stock transactions, loans and services
contracts. Our analysis evaluated whether the dollar
value, stock value and other terms of numerous
transactions were commercially reasonable. Findings
were reported to the Board’s Special Litigation
Committee.

FINANCIAL SUMMARIES FOR AN INTERNATIONAL
PHARMACEUTICAL FIRM
Retained by counsel for an international
pharmaceutical company in connection with a
proposed IRS transfer-pricing adjustment. We prepared
summaries of financial and other quantitative
information spanning a 30-year period (entitylevel and product-line financial statements). This
information was the basis for negotiating stipulated
facts, and supported other accounting and economic
experts working on this matter.
SALES TRANSACTION DATABASE FOR LARGE MEDICAL
DEVICE FIRM
Engaged by counsel in a dispute involving a multibillion-dollar
multi-national
medical
device
manufacturer. The scope of our engagement included
the construction of a sales transaction database in
connection with a tax controversy. The sales database
covered every sales transaction from approximately
50 corporate entities for multiple years. We extracted
approximately 14 million rows of raw invoice-level
data from an SAP accounting system. That information
was imported into a database management system,
reconciled to the company’s general ledger, and then
combined with other product-related data to create the
sales database. The resulting database was rigorously
queried using various software tools.

ACCOUNTING EXPERTS IN U.S. TAX COURT
INTERNATIONAL TRANSFER PRICING DISPUTE
Engaged by outside counsel as accounting experts for
their client, in a series of disputes with the IRS litigated
in the United States Tax Court. The disputes related
to the IRS’s assertion that the company’s international
transfer pricing policies resulted in insufficient income
being recorded in the United States. We performed
numerous analyses, including preparing various
worldwide product line income statements and
constructing a database of all inter-company and
third-party sales transactions over the seven year
period. We also analyzed and critiqued expert reports
filed by experts retained by the IRS.
ACCOUNTING EXPERTS IN IRS ADMINISTRATIVE APPEALS
PROCESS
Engaged by outside counsel as accounting experts
for their client, in a series of disputes with the IRS
resolved in the IRS Administrative Appeals process.
The disputes related to the IRS’s assertion that the
company’s international transfer pricing policies
resulted in insufficient income being recorded in the
United States. The cases spanned a five-year year where
we constructing a database of all inter-company and
third-party sales transactions over this time period.
This allowed us to prepare various worldwide product
line income statements and perform numerous ad hoc
analyses.

ASSISTED THE DOJ IN ITS SETTLEMENT WITH A LARGE
MEDICAL DEVICE COMPANY
Assisted the DOJ in its settlement with the largest
distributor of endoscopes and related equipment in
the United States. Defendant agreed to pay $623.2
million to resolve criminal charges and civil claims
relating to a multi-year scheme to pay kickbacks to
doctors and hospitals, as well as, to address Foreign
Corrupt Practices Act violations in Latin America. This
amount is the largest total amount paid in U.S. history
for violations of the Anti-Kickback Statute and the
largest amount ever paid by a medical device company.
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Financials
RESTORED AND ANALYZED DATA FOR FORTUNE 100
FINANCIAL SERVICES FIRM
Engaged by counsel for a Fortune 100 financial
services company specializing in the development and
management of retirement products. The engagement
included the extraction, conversion, and loading of
more than 2 billion financial records from legacy
mainframe systems during an 11-year period. The team
re-engineered historical data layouts so as to accurately
interpret, validate and reconcile the restored data to
contemporaneous financial statements. Independent
economic and valuation experts further used this data
to prepare a multi-billion-dollar valuation claim.

FORENSIC ACCOUNTING AND DATA ASSISTANCE IN WHITE
COLLAR DEFENSE MATTER
Assisted the counsel representing a former executive
of a Futures Commissions Merchant (“FCM”)
accused of CFTC Regulations 1.25 and 30.7 violations
relating to the safeguarding and investment of
customer funds. Tasks included: understanding
FCM’s systems and processes used to generate daily
customer segregated and secured reports filed with
the regulators; retrieving, querying, and analyzing
historical financial and operational data stored in
over 200 data tables; identifying transfers to and
from customer segregated and secured accounts and
broker dealers; analyzing bank statements, general
ledger detail and operating records to identify the
timing and magnitude of certain transactions, and
providing information as a core component of an
expert report.

BANK INVOLVED IN FALSE CLAIMS ACT (FCA) CASE
BROUGHT BY THE U.S. GOVERNMENT
Provided expert testimony on behalf of a multi-national
bank involved in an FCA case brought by the U.S.
government. The bank had been accused of knowingly
receiving into account holders’ accounts fraudulently
obtained government financing and guarantees for
international shipments under a USDA credit program.
We traced tens of millions of dollars through numerous
bank accounts and account holders over several years
to identify the sources and uses of funds. We further
analyzed and summarized the credit card activity of
certain parties over this same time frame.

FORENSIC ACCOUNTING INVESTIGATION INTO ALLEGED
PAYROLL FRAUD AND ABUSE OF POLICY
Engaged by outside counsel as part of an independent
investigation into allegations of payroll fraud and
abuse of a company’s corporate credit card policies.
Work consisted of reviewing employee payroll records
(both hard-copy and electronic) as well as interviewing
company personnel. We completely reconstructed over
10 years of detailed payroll data for key employees and
determined that more than $1.3 million in funds were
stolen from the company using the deductions and
withholdings information within the payroll system.
Our work was used by outside counsel and company
management to present findings to the company’s
independent auditors, federal regulators, its insurance
company, and law enforcement.

INVESTIGATION INTO POTENTIAL FINANCIAL STATEMENT
FRAUD
Assisted outside counsel for a large New York-based
brokerage and retail advisor firm to investigate
incidences of potential financial statement fraud.
Examined three years of underlying financial
books and accounting records. Reviewed revenue
recognition procedures and prepared an assessment of
the allocation of shared expenses with a related party.
Our findings were presented to the company’s audit
committee and independent auditors in connection
with the reporting of annual financials and the
restatement of prior financial results.
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DEPARTMENT OF JUSTICE (DOJ) FRAUD SECTION’S
INVESTIGATION AND CONVICTION
Supported the DOJ Fraud Section’s investigation and
conviction in the $2.9 billion fraud scheme of one of
the largest privately held mortgage lending companies
in the U.S. The fraud scheme had contributed to the
failure of one of the top 25 largest banks in the country.
We analyzed multiple years of internal systems,
accounting records, and loan files data of the mortgage
company, as well as the bank statements and records
of various related financial institutions. We identified
the extent to which the mortgage company double
and triple pledged loans as collateral and created fake
pools of loans for purposes of obtaining funding.

Government Agencies
HIGH-PROFILE MONEY LAUNDERING MATTER FOR
LARGEST RUSSIAN TAX FRAUD IN HISTORY
Supported the U.S. Attorney’s Office for the Southern
District of New York in conducting an investigation
into Russian money laundering involving the alleged
use of proceeds from the largest Russian tax fraud in
history for the purchase of real estate properties in
New York. We analyzed tens of thousands of pages
of bank statements, payment orders, customer files,
transaction logs, internal bank records and traced the
flow of funds following the alleged tax fraud through
multiple bank accounts and account holders. We
served as an expert witness with respect to the tracing
of assets across international borders, and our analysis
was used by Counsel to secure a settlement that was
three times the value of the allegedly traceable funds
to the New York properties.

Consumer, Retail, Food & Beverage
CLAIMS EVALUATION OF ALLEGED BREACHES OF
REPRESENTATIONS AND WARRANTIES FOR A $1 BILLION
ACQUISITION
The buyer in an approximately $1 billion acquisition
of a large, privately held multinational business filed
a claim pertaining to representations and warranties
insurance policies in place for the transaction. The
claims related to allegations that inventory and related
reserves, accounts receivable and related bad debt
reserves, and prepaid assets, among other items, were
not recorded properly by the seller in accordance with
Generally Accepted Accounting Principles (“GAAP”).
The buyer’s claims of $130 million far exceeded the
insurance policy tower’s coverage and limits and is the
largest such claim filed to date in the United States.
Our analyses included the detailed review of multiple
years of historical inventory and sales records to
assess the appropriateness of recorded inventory
valuation reserves, an evaluation of historical aged
accounts receivable balances and write-offs to assess
the appropriateness of bad debt reserves, and the
evaluation of the accounting treatment of various
other asset and liability accounts. We provided the
insurer with a report containing a detailed claim
adjustment put forth by the buyer, and the financial
impact of the adjustments on the purchase price/value
of the acquired company. We ultimately determined
that the buyer’s loss was significantly less than initially
claimed, and the facts and reports supporting this
determination were integral in reaching a successful
settlement with the buyer.

AML INVESTIGATION RELATED TO THE LARGEST KNOWN
HACK OF A MAJOR US FINANCIAL INSTITUTION
Provided expert consulting services in connection with
a multi-million dollar international money laundering
investigation related to the largest known hack of
a major U.S. financial institution. Examined tens of
thousands of pages of bank records, which included
bank accounts held at banks located around the world.
The materials included documents in several different
languages. We traced the flow of funds through the
accounts and examined information related the
account holders and identified the sources of funds for
several multi-million dollar deposits into the accounts.
EXPERT CONSULTING IN U.S. DEPARTMENT OF JUSTICE
(DOJ) E-RATE INVESTIGATION
Retained to assist attorneys with the DOJ in a multiagency corruption probe involving potential E-rate
fraud. Allegations included a fraudulent billing
scheme involving several religious schools and
consultants. The scheme was allegedly designed
to obtain fraudulent reimbursements from the
federal E-rate subsidy program, which subsidizes
the acquisition of technology infrastructure for lowincome communities. Our work consisted of reviewing
several terabytes of phone records, emails, and other
unstructured documents related to the matter. In
addition, we conducted a detailed review of the books
and records of the schools, day care centers, vendors,
consultants, and other related entities and individuals
for a five-year period.
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INTERNATIONAL CYBERCRIME INVESTIGATION OF
FRAUDULENT EMAIL COMPROMISE SCHEME
Assisted counsel for a multinational manufacturer
of
high-performance
advanced
technologies,
telecommunications and medical equipment conduct
a cybercrime investigation involving its Asian
subsidiary. Members of the subsidiary’s executive
team fell victim to a fraudulent email phishing
scheme whereby employees were induced to make
a series of wire transfers totaling several millions
of dollars each to bank accounts located in Hong
Kong and other locations. We examined two years of
email correspondence, subsidiary financial records,
purported invoices, contracts and other documents
related to this scheme. Our findings were used by
the company for internal purposes and to support an
insurance claim to recover a portion of the losses.

Technology, Media, &
Telecommunications
ARBITRATION INVOLVING ROYALTIES DUE UNDER A
MANUFACTURING AGREEMENT
Provided expert consulting services in an arbitration
dispute before the American Arbitration Association
between a major Japanese electronics company and a
Chinese manufacturing company. The dispute involved
the alleged underreporting and underpayment of
royalties due under the parties’ worldwide patent
licensing agreement related to DVD products. Our
analysis included over six years of transactional data,
where we analyzed thousands of pages of royalty
reports and contracts, while exporting accounting
documents, and other relevant materials for additional
review. Our work helped counsel secure a favorable
award of over $50 million in alleged unpaid royalties.

PROFESSIONAL ATHLETE’S BANKRUPTCY DISPUTE
We were engaged by counsel for a professional athlete
in connection with challenging a creditor’s motion to a
Bankruptcy Trustee. We analyzed the cash inflows and
outflows and other economic activity comprising over
13,000 transactions from sixteen bank accounts over
a five year period. Our 300+ page report demonstrated
that there was no pattern of activity meant to hide or
conceal assets and was specifically cited by the Court
prior to the confirmation of a Chapter 11 Plan.

DAMAGE ASSESSMENT REGARDING TRADE SECRETS
MISAPPROPRIATION
Evaluated claims presented by a data network services
company against a former executive alleged to have
misappropriated trade secrets relating to supplier/
supply chain contact information, IT systems
architecture, and cost optimization data. The claim was
based on a tabulation of historical costs and expenses,
incurred over a 15-year period, of developing software
and building a network of suppliers. Our detailed
review of the claim data identified various deficiencies
with the calculations of the plaintiff’s expert and the
economic value in question. Our critiques formed
the basis for the successful cross-examination of the
opposing expert at trial.

Energy & Utilities
FORENSIC ACCOUNTING SUPPORT FOR A FRAUD
INVESTIGATION
Provided forensic accounting support to counsel as part
of an independent investigation of a public utility. The
investigation was focused on a list of fraud allegations
contained in a series of anonymous letters sent to the
company’s management and board of directors, the
state regulatory commission, and the state attorney
general. Our team collected and analyzed regulatory,
operational, safety, billing and accounting data
related to the allegations, spanning multiple years,
as well as provided a database infrastructure for
the entire investigation team to review and analyze
electronic evidence. We participated in more than 90
interviews of company officers, senior management,
managers, and numerous other personnel, and issued
a final report of findings to a special committee of the
board of directors.

INTERNATIONAL TRADE COMMISSION (ITC) PATENT
INFRINGEMENT PROCEEDING
Provided expert testimony on the impact of the
“public interest factors” in an ITC patent infringement
proceeding. Analyzed detailed information regarding
sales and key component use by model for all major
PC importers over a multi-year period. We further
evaluated the needs and options of U.S. consumers, first
responders and other health and safety professionals, as
well as, examining the options facing the Respondents
and other industry participants. We opined on an
appropriate bond and provided a detailed response
to the Respondents’ analysis of the ‘eBay factors”.
Deposition testimony was provided, as well as, written
testimony was presented to the Commission prior to the
case settling favorably for our client.
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Automotive & Diversified Industrials
EXPERT TESTIMONY IN INTERNATIONAL PRODUCT
RECALL MATTER
Issued an opinion in a recall matter involving
component failures in automotive aftermarket
products installed in vehicles in multiple countries
around the globe. Our analysis evaluated the results
of sampling of several thousand installed products
that had been removed from the field and tested for
component failure. Testifying at an international
tribunal, our expert’s analysis considered tests-failure
results across multiple variables and withstood
critique by an opposing expert, a Ph.D. statistician
and Fellow of the American Statistical Association.

INDEPENDENT MONITOR APPOINTED BY NHTSA
Engaged as a consultant to the Independent Monitor
appointed by National Highway Traffic Safety
Administration (NHTSA) for the Takata Airbag Recall
and Coordinated Remedy Program. This recall is the
largest and most complex automotive safety recall in
U.S. history. We have worked to assist the Independent
Monitor in the multiple year data collection and
analysis of millions of transactions, and consulting in
an effort to monitor the recall and to identify ways to
accelerate the recall’s effective completion.
RESTATEMENT OF A LARGE U.S. TRUCK
MANUFACTURER’S FINANCIAL RESULTS
Engaged by management of Fortune 500 company
to provide forensic accounting and technical GAAP
analysis and SOX 404 remediation in connection with
a multi-year restatement of its prior period financial
results filed with the SEC. We interfaced directly with
the company’s executive and senior management, the
board of directors, the audit committee, the outside
auditors, the SEC, and multiple law firms.

For more information on this article, contact:
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