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INDICTMENTS AND SANCTIONS: U.S . UNDERTAKES  
MEASURES TO CONFRONT CHINESE ECONOMIC ESPIONAGE 

In 2014, the U.S. Government began taking punitive 
measures against China, from indicting members of 
the PLA to raising the possibility of sanctions. These 
unprecedented measures, though met with skepticism  
in the U.S., have probably been taken much more  
seriously in Beijing. 

In May 2014, the U.S. Department of Justice indicted 
five PLA officers, marking the first time that the U.S. 
Government has charged foreign government personnel 
with crimes related to commercial cyber espionage.32 33 
Although China warned that the move “jeopardizes China-
U.S. cooperation,” the Department of Justice indicted 
another Chinese national, Su Bin, the following August 
for allegedly orchestrating a cyber-enabled economic 

espionage operation targeting U.S. defense companies.34 35  
In 2015, President Obama authorized the sanctioning of 
individuals or entities involved in cyber activities that pose 
“a significant threat to the national security, foreign policy, 
or economic health or financial stability of the United 
States.”36 Later that year, news reports emerged claiming 
that the Obama administration had begun preparing a set 
of unprecedented economic sanctions against Chinese 
individuals and companies.37

32  http://www.wsj.com/articles/SB10001424052702304422704579571604060696532 

33  http://www.nytimes.com/2014/05/20/us/us-to-charge-chinese-workers-with-cyberspying.html 

34  http://www.nytimes.com/2014/05/20/us/us-to-charge-chinese-workers-with-cyberspying.html 

35  https://www.fbi.gov/losangeles/press-releases/2014/los-angeles-grand-jury-indicts-chinese-national-in-computer-hacking-scheme-allegedly-involving-theft-of-trade-secrets 

36  https://www.whitehouse.gov/the-press-office/2015/04/01/executive-order-blocking-property-certain-persons-engaging-significant-m 

37  https://www.washingtonpost.com/world/national-security/administration-developing-sanctions-against-china-over-cyberespionage/2015/08/30/9b2910aa-480b-11e5-8ab4-c73967a143d3_story.html
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182 incidents  
occurred on  
U.S entities’  
networks

80 incidents  
affected entities 
in the following 
countries

262
total compromises

Of the 262 compromises, 182 affected U.S. entities’ 
networks while 80 affected entities outside of the U.S. 
This includes one instance where a suspected China-
based group stole information from a privately held 
Chinese conglomerate. These compromises affected 
a total of 25 other countries in Europe, Asia, South 
America, the Middle East, and Africa. Following are  
the specific countries, listed by frequency of incident:

Great Britain
Japan
Canada
Italy
Switzerland
Germany
Netherlands
India
Australia
Denmark
Philippines
Sweden
Taiwan

Brazil
China
Colombia
Egypt
France
Hong Kong
Israel
Korea
Norway
Saudi Arabia
Singapore
Tunisia

THE BASIS FOR ‘CHINA-BASED’

Attributing cyber activity to a geographic location is a 
complex process. We are never fortunate enough to be 
presented with a “smoking gun”; instead we rely on the 
careful accumulation of multiple pieces of evidence in 
sufficient quantity over time. Inevitably, as we discover 
more about specific sets of activity, we frequently find links 
that show us commonalities between these sets, and allow 
us to assess that the same actors are behind two formerly 
distinct groups. 

Some of the factors we consider when assessing a group’s 
location and potential sponsorship include, but are not 
limited to, the following:

•	Operations: The scope or scale of the group’s operations 
and their level of sophistication (e.g., adaptability, stealth, 
or access to advanced tools or exploits). What type of 
group would have the resources (personnel, funding, 
length of operations) to conduct this activity?

•	Tactics, Techniques, and Procedures (TTPs): Does the 
group use tools and methodologies that are generic, pub-
licly available, or widely known, or ones that are unique, 
novel, or not typically seen? Such TTPs may make a group 
more or less distinctive, and potentially act as a “finger-
print” allowing us to link together disparate incidents.

•	Operational Details: Groups operate with varying levels 
of stealth and anonymity. At one end are actors who 
make no attempt to hide their tools or operations, and 
instead rely on victims’ inability to respond effectively for 
their success. At the other end are actors who take great 
pains to appear innocuous and limit or delete evidence of 
their presence. However, even the most careful operators 
make mistakes that can expose key details. Clues such 
as language settings within malware, observed hours of 
operation, build paths within binaries, or the use of infra-
structure or services in particular geographic locations 
may point to a particular locale. While such indicators 
could be used deliberately for “false flag” purposes, hu-
man error often introduces anomalies that would expose 
such an operation. When combined with other types of 
evidence, these indicators can help support attribution.

•	Motivation: We identify likely motivations based on the 
individuals, organizations, or data the group targets, and 
the themes present in any communications (spear-phish-
ing messages, attachment contents, web sites leveraged 
as part of an attack) with the targets. 

Although we have continued to see suspected China-
based groups compromise corporations’ networks  
in the U.S., Europe, and Japan and target entities  
in the countries surrounding China through late  
2015 and into 2016, our data shows an overall decline  
in compromises that began in earnest in mid-2014 – 
more than a year before the Xi-Obama agreement. 
While there was a subsequent drop-off in activity 
leading up to President Xi’s September 2015 visit to 
the U.S., possibly orchestrated to avoid any negative 
publicity during the meeting, it occurred during what 
was already an ongoing decline in network intrusions.
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THE MYTH OF  
THE MONOLITH:
SOME GROUPS REVAMP OPERATIONS  
WHILE OTHERS CARRY ON

CONCLUSION
In 2013, when we released the APT1 report exposing a PLA cyber espionage operation, it seemed like a quixotic effort 
to impede a persistent, well-resourced military operation targeting global corporations. Three years later, we see a 
threat that is less voluminous but more focused, calculated, and still successful in compromising corporate networks. 
Rather than viewing the Xi-Obama agreement as a watershed moment, we conclude that the agreement was one point 
amongst dramatic changes that had been taking place for years. We attribute the changes we have observed among 
China-based groups to factors including President Xi’s military and political initiatives, the widespread exposure of  
Chinese cyber operations, and mounting pressure from the U.S. Government. 

Yet China is not the only actor in transition: we’ve observed multiple state-backed and other well-resourced groups  
develop and hone their operations against corporate and government networks. The landscape we confront today  
is far more complex and diverse, less dominated by Chinese activity, and increasingly populated by a range of other 
criminal and state actors.

We have strong indications that the 72 groups we have 
observed are based in China or otherwise support Chinese 
interests, although we question whether there is much 
consistency in the level of state direction or support that 
each of these groups may receive from the Chinese Gov-
ernment. The Chinese landscape, frequently characterized 
as monolithic and rigidly state-directed, is composed of a 
wide range of groups, including government and military 
actors, contractors, patriotic hackers, and even criminal el-
ements. Occasionally, aligned interests between two types 
of groups may drive activity that blurs the lines between 
direct government sponsorship and independent action. 
For example, during territorial disputes, patriotic hackers 
may conduct targeting activity that is indistinguishable 
from that of government forces. As a result, it is often  
difficult to determine the extent to which activity is  
directed by the Chinese Government.

The variety of changes (or lack of change) observed in 
recent years across the groups we track demonstrates 
the range of state direction and support that they most 
likely receive. While this report discusses the likely impact 
of political, economic, and other forces on Chinese cyber 
activity as a whole, the extent to which specific groups 
altered their activity in response to certain factors, such  
as the Chinese Government’s efforts to restructure its  
cyber forces, likely varies depending on how directly  
the groups are aligned with the Chinese Government. 

Despite an overall decline in China-based threat activity, 
multiple groups actively conduct network intrusions, while 
others continue to compromise servers to use as infra-
structure in preparation for future network intrusion op-
erations. We have noted some changes in tactics among 
the groups that we track, but have not seen evidence of 
coordinated, widespread shifts in how these groups oper-
ate. Changes in operations are more likely to be driven by 
individual groups’ specific circumstances, resources, and 
needs. For example:

•	From mid-2014 through June 2016, a group did not 
make any changes to the tools and infrastructure that  
it used to compromise chemical companies in Germany, 
Japan, and the U.S.

•	From 2009 until 2014, a group relied heavily on the 
same set of tools to compromise victims in multiple  
industries. Then in late 2014, a report exposing one of  
its most commonly used tools likely prompted the group 
to develop and use replacements, including those that 
incorporated anti-detection techniques. While the group 
replaced many of its tools, the actors still use some of 
those that had been exposed.

•	A group that breached multiple victims in the U.S. 
through 2014 appears to have discontinued operations 
against organizations in the U.S., while continuing  
to compromise U.S.-based servers, presumably for 
use as infrastructure in carrying out other operations. 
Between 2015 and March 2016, the group has compro-
mised organizations in in Taiwan, India, and Japan.




